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2 A3 SOC % 238 & H 7 w4 STIX #HEH 0l

STIX % - R XFPAAFFTH MM L LI L EHEAR L ER 2> STIX

v

HEFEHAS S 3L o w Jﬂ? STIX Header 4 77 % 3t u|z5 > > { & w B2

TEFFEAME FX L PF 2(Incident) 2P ZELIPHFFT T2 P
Lx(TTP) 2P T EBANFTREER L - ERAES 44 ELASH
% #4772 SHA256 $2i% i@

STIX Header

Description Short descriptionis used for referencing an event with event-id
Short_Description DEP-A-2017-001REF

1D example:indicator-bb78de37-3975-4f0f-a8cc-aa247837cab9
Type IP Watchlist
Observable
Object example:Address-96bb7531-234e-475a-a0ef-87202790448c
Properties
Address_Value 199.180.102.68
idref example:ttp-da60e709-38d8-4d22-a561-bdc6dd49b61]l =
1D example:ttp-da60e709-38d8-4d22-a561-bdc6dd49b61l  +——
Title C2 Behavior
Resources
Infrastructure
Type C2 Behavior
Observable
Properties
Value www.aaa.com
Observable
Properties
Value www.bbb.com
Observable
Properties
File_Name aaa.exe
File_Extension .exe
Hashes
File_Extension SHA256
Simple_Hash_Value e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934cad95
991b7852b855
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<stix:STIX_Package
xmins:stix="http://stix.mitre.org/stix-1"
xmins:FileObj="http://cybox.mitre.org/objects#FileObject-2"
xmins: AddressObj="http://cybox.mitre.org/objects#AddressObject-2"
xmins:ttp="http://stix.mitre.org/TTP-1"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:cyboxVocabs="http://cybox.mitre.org/default_vocabularies-2"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:stixVVocabs="http://stix.mitre.org/default_vocabularies-1"
xmins:cybox="http://cybox.mitre.org/cybox-2"
xmins:indicator="http://stix.mitre.org/Indicator-2"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:stixCommon="http://stix.mitre.org/common-1"
xmlns:URIObj="http://cybox.mitre.org/objects#URIObject-2"
xmins:example="http://example.com"
xmins:cyboxCommon="http://cybox.mitre.org/common-2"
xmins:xlink="http://www.w3.0rg/1999/xlink"
id="example:Package-c1141faf-3caf-45c2-97c9-da0ed487f1d4" version="1.2">
<stix:STIX_Header>
<stix:Description>Short description is used for referencing an event with event-id</stix:Description>
<stix:Short_Description>DEP-A-2017-001REF</stix:Short_Description>
</stix:STIX_Header>

<stix:Indicators>
A B2 FEMARRFRRTEE 2 AT
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<stix:Indicator id="example:indicator-bb78de37-3975-4f0f-a8cc-aa247837cab9"

timestamp="2017-02-21T05:57:57.052682+00:00" xsi:type="indicator:IndicatorType'>
<indicator:Type xsi:type="stix\VVocabs:IndicatorTypeVocab-1.1">IP Watchlist</indicator: Type>
<indicator:Observable id="example:Observable-f005c749-7a7c-4bf0-8d5b-2049b12a215d">
<cybox:Object id="example:Address-96bb7531-234e-475a-a0ef-87202790448¢">
<cybox:Properties xsi:type="AddressObj:AddressObjectType" category="ipv4-addr">
<AddressObj:Address_Value condition="Equals">199.180.102.68</AddressObj:Address_Value>
</cybox:Properties>
</cybox:Object>
</indicator:Observable>
<indicator:Indicated_TTP>
<stixCommon: TTP idref="example:ttp-da60e709-38d8-4d22-a561-bdc6dd49b611" xsi:type="ttp: TTPType'/>
</indicator:Indicated_TTP>
</stix:Indicator>
</stix:Indicators>
<stix:TTPs>

<stix:TTP id="example:ttp-da60e709-38d8-4d22-a561-bdc6dd49b611" timestamp="2017-02-21T05:57:57.052289+00:00"

xsi:type="ttp: TTPType'>
<ttp:Title>C2 Behavior</ttp: Title>
<ttp:Resources>
<ttp:Infrastructure>

<ttp:Type>C2 Behavior</ttp:Type>
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<ttp:Observable_Characterization cybox_major_version="2" cybox_minor_version="1"

cybox_update_version="0">
<cybox:Observable id="example:Observable-9ac76a27-9e6d-40b8-9e0e-57f14777561c">
<cybox:Object id="example:URI-05c8d576-9750-4f4d-b063-ae9d4ad640ea">
<cybox:Properties xsi:type="URIObj:URIObjectType" type="Domain Name">
<URIObj:Value>www.aaa.com</URIObj:Value>
</cybox:Properties>
</cybox:Object>
</cybox:Observable>
<cybox:Observable id="example:Observable-fb5d7dab-8a76-4f15-96fa-dea86276c067">
<cybox:Object id="example:URI-10576493-b170-4eb5-8d99-b18078f21352">
<cybox:Properties xsi:type="URIObj:URIObjectType" type="Domain Name">
<URIObj:Value>www.bbb.com</URIObj:Value>
</cybox:Properties>
</cybox:Object>
</cybox:Observable>
<cybox:Observable id="example:Observable-8e6a6214-b50f-4629-873d-3872f2200318">
<cybox:Object id="example:File-0e8861de-1c22-47ee-a29e-cf3c34164fa0">
<cybox:Properties xsi:type="FileObj:FileObjectType">
<FileObj:File_Name>aaa.exe</FileObj:File_Name>
<FileObj:File_Extension>.exe</FileObj:File_Extension>
<FileObj:Hashes>
<cyboxCommon:Hash>
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<cyboxCommon: Type condition="Equals"

xsi:type="cyboxVocabs:HashNameVocab-1.0">SHA256</cyboxCommon:Type>

<cyboxCommon:Simple_Hash_Value

condition="Equals">e3b0c44298fc1c149afbf4c8996fb92427ae41e4649h934ca495991b7852b855</cyboxCommon:Simple_Hash_Value>
</cyboxCommon:Hash>
</FileObj:Hashes>

</cybox:Properties>
</cybox:Object>
</cybox:Observable>

</ttp:Observable_Characterization>

</ttp:Infrastructure>
</ttp:Resources>
</stix:TTP>
</stix:TTPs>

</stix:STIX_Package>
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Title January false alarm events report
Package_Intent 100 events trigger in January
Description This is a report pointing out which 3 events are false alarms
during January
Observable
Title REF is in Description
Description DEP-A-2017-001
Observable
Title REF is in Description
Description DEP-A-2017-032
Observable
Title REF is in Description
Description DEP-A-2017-036
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<stix:STIX_Package
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:stix="http://stix.mitre.org/stix-1"
xmins:cybox="http://cybox.mitre.org/cybox-2"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:stixCommon="http://stix.mitre.org/common-1"
xmins:example="http://example.com"
xmins:cyboxCommon="http://cybox.mitre.org/common-2"
xmins:xlink="http://www.w3.0rg/1999/xlink"
id="example:Package-f6654d2f-dc31-40d5-ad19-599c78ab8f42" version="1.2">
<stix:STIX_Header>
<stix:Title>January false alarm events report</stix: Title>
<stix:Package_Intent>100 events trigger in January</stix:Package_Intent>
<stix:Description>This is a report pointing out which 3 events are false alarms during January</stix:Description>
</stix:STIX_Header>
<stix:Observables cybox_major_version="2" cybox_minor_version="1" cybox_update_version="0">
<cybox:Observable id="example:Observable-93d1fb02-5fd3-4cdb-bea8-0008b8013496'>
<cybox:Title>REF is in Description</cybox:Title>
<cybox:Description>DEP-A-2017-001</cybox:Description>
</cybox:Observable>
<cybox:Observable id="example:Observable-91bbc10b-44a2-4980-a77e-9095€994339b">

<cybox:Title>REF is in Description</cybox:Title>
A B2 FEMARRFRRTEE 2 AT
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<cybox:Description>DEP-A-2017-032</cybox:Description>
</cybox:Observable>
<cybox:Observable id="example:Observable-3c8889ef-2e3b-4cha-badd-cf3cd6364cd4">
<cybox:Title>REF is in Description</cybox:Title>
<cybox:Description>DEP-A-2017-036</cybox:Description>
</cybox:Observable>
</stix:Observables>

</stix:STIX_Package>
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